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Foreword

YD/T 6868-2026 is a recommended industry standard of the People's Republic of China in

the Telecom sector, approved and issued by the Ministry of Industry and Information

Technology on 15 April 2026, with effect from 1 August 2026.

It is administered by the China Communications Standards Association.

Classification: ICS 35.030; CCS L80.

1 Scope

The document specifies methods for mitigating non-invasive attacks on security chips.

These include general mitigation methods at different levels of the chip, and targeted

mitigation methods for the algorithms SM2, SM3-HMAC, SM4, SM9 and ZUC. Non-invasive

attacks are those that observe or disturb a chip from outside, without opening or damaging

it, and the standard deals with how a chip can be made resistant to them.

It is used to guide manufacturers in the design of security chips, so that the chips have

sufficient ability to mitigate non-invasive attacks. Chip designers, SIM and secure element

makers, and laboratories that evaluate chip security are typical users. It is a voluntary

standard, as shown by the /T in its code. It was approved by the Ministry of Industry and

Information Technology, issued on 15 April 2026 and takes effect on 1 August 2026. It is a

new standard.
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