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What this standard covers

This standard specifies the security protection objects of industrial control systems for civil
aviation production and operation, and specifies equipment-level security technical
requirements for field equipment, control equipment, industrial hosts, network equipment,
network security equipment, etc., as well as zoning and isolation protection, data and
System-level security technical requirements such as communication security, security
monitoring and emergency response, system operation and maintenance security, and
software supply chain security. On the basis of complying with the relevant national and
industry network security level protection requirements, this standard proposes technical
requirements that, unless otherwise specified, are applicable to the network security
planning, design, construction and operation of industrial control systems for civil aviation
production and operation at the third level of protection and below. Maintenance can also be
used as a basis for industry management departments to carry out supervision and
inspection work.
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