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Foreword

This standard was drafted in accordance with the rules given in GB/T 1.1-2009 "Guidelines
for Standardization Work Part 1: Standard Structure and Compilation".

This standard was proposed by the Department of Personnel, Science and Education, Civil
Aviation Administration of China.

This standard is under the jurisdiction of the China Academy of Civil Aviation Science and
Technology.

Drafting organizations of this standard. Civil Aviation University of China, Beijing Capital
International Airport Co., Ltd., Air Traffic Management of Civil Aviation Administration of
China Bureau.

1 Scope

This standard specifies the relevant information security technical requirements and
management that the passenger service information system of civil aviation (hereinafter
referred to as civil aviation) needs to meet.

Management requirements.
This standard applies to all stages of the planning, design, development, operation and

maintenance of the civil aviation passenger service information system.

2 Normative references

The following documents are indispensable for the application of this document. For dated
reference documents, only the dated version applies to this document.
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For undated references, the latest version (including all amendments) applies to this
document.

GB/T 22239-2019 Information Security Technology Network Security Level Protection Basic
Requirements GB/T 35273 Information Security Technology Personal Information Security
Specification

3 Terms and definitions

The following terms and definitions apply to this standard.

Civil Aviation Passenger Service Information System Passengers' information needs to be
collected at all stages of the journey of passengers planning, booking and purchasing air
tickets, flight and arrival, or according to passengers' Information related to the information
system that provides services to its subjects. The system scope includes the civil aviation
passenger service of China Civil Aviation Information Network Co., Ltd.

Information system, relevant ticketing and customer management system of each agent,
passenger service-related information system of each airline, check-in and departure of
each airport and baggage management information system, and various other information
systems related to civil aviation passenger travel services.

Passenger information. Passenger-related information collected or generated during the
process of providing information services to passengers by civil aviation passenger service
agencies, including. personal identity, Address, contact information, air ticket transactions,
civil aviation value-added service transactions and other information.

Operator

The operator is responsible for the operation and management of the civil aviation
passenger service information system, and is responsible for the security of the unit's
passenger service information system.

4 General safety requirements

The security protection level of the civil aviation passenger service information system
should not be lower than the second level, and the network security protection should
comply with GB/T 22239-2019.

Level of safety requirements.

The protection of passenger information by the civil aviation passenger service information
system shall comply with the "Network Security Law of the People's Republic of China" and
GBIT 35273.

Close requirements.
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5 Security Management

5.1
The operator shall sort out the business chain of the passenger service information system
and establish a list of networks, systems, data and assets related to the business chain.

5.2
When major changes such as reconstruction or expansion of the passenger service
information system occur, the operator shall update the network, system and asset list.

5.3

When the operator builds, rebuilds, or expands the passenger service information system,
he should fully consider the factors of network security, and achieve the same security
technical measures.

Step planning, simultaneous construction and simultaneous use.

5.4

The operator shall establish a security responsibility system for the passenger service
information system, and clarify the relevant security responsible persons, the security roles
and security of various personnel Responsibility.

5.5

The operator shall establish a network security plan for the passenger service information
system suitable for the unit, and specify the security protection work of the passenger
service information system.

The goals, safety strategies, organizational structure, management system, implementation
rules and resource guarantees, etc. shall be documented and released to relevant
personnel. The cyber security plan should be revised regularly.

6 Safety protection

6.1

The operator shall adopt data exchange security measures to control the data exchange
between the civil aviation passenger service information system and other systems.
Operator According to the importance of the business carried by the passenger service
information system, the passenger service information system shall be managed in
different regions and border protection measures shall be deployed.

Shi.
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6.2

The operator shall establish a computer virus and network intrusion prevention mechanism,
and strictly restrict the access and installation of unauthorized software and hardware
equipment.

6.3

The operator shall strictly control and audit remote operation and maintenance activities,
and keep relevant system network logs for no less than 6 months. day the content of the log
should include at least. the date and time, type, subject, object, result and other information
of the event.

6.4
The operator shall back up the passenger service information system and database,
formulate a backup strategy, specify the backup frequency, and implement it regularly.

Ensure that once the passenger service information system is damaged, it can be restored
and remedied in time.

6.5

Operators purchase network products and services related to passenger service
information systems, especially critical network equipment, network security dedicated
Products should comply with laws, administrative regulations and mandatory requirements
of relevant national standards.

6.6

The operator shall provide personnel and financial guarantees, and shall, by himself or by
entrusting a network security service agency, check the security and availability of the
passenger service information system.

Existing risks shall be inspected and evaluated regularly, and the discovered problems shall
be corrected in time. The content of testing and evaluation includes but not limited to the
implementation of cybersecurity system Status, organizational structure, personnel and
funding input, education and training, technical protection, risk assessment, emergency
response Training situation, implementation of network security level protection work, etc.

6.7

The operator shall formulate its own passenger service information system network security
emergency plan. The emergency plan should include provisions to activate the emergency
plan Contents, emergency handling procedures, system recovery procedures, incident
reporting procedures, post-event education and training, etc. Response to Passenger
Service Information System Network the network security emergency plan is regularly
reviewed and revised, and emergency drills are organized at least once a year.
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