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1 Scope

This document specifies the certificateless and implicit certificate public key mechanism

based on the SM2 algorithm, including key generation and verification mechanism, digital

signature mechanism, public key encryption mechanism.

The digital signature mechanism specified in this document is applicable to digital

signatures and verification in commercial cryptographic applications; the encryption

mechanism is applicable to message encryption and decryption in commercial

cryptographic applications. The mechanism specified in this document is particularly

suitable for application environments with limited bandwidth and computing resources.

2 Normative references

The contents of the following documents constitute the essential terms of this document

through normative references in the text. Among them, for dated references, only the

version corresponding to that date applies to this document; for undated references, the

latest version (including all amendments) applies to this document.

GB/T 32918.1-2016 Information security technology - Public key cryptographic algorithm

SM2 based on elliptic curves - Part 1: General GB/T 32918.2-2016 Information security

technology - Public key cryptographic algorithm SM2 based on elliptic curves - Part 2:

Digital signature algorithm GB/T 32918.4-2016 Information security technology - Public key
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cryptographic algorithm SM2 based on elliptic curves - Part 4: Public key encryption

algorithm GB/T 32918.5-2017 Information security technology - Public key cryptographic

algorithm SM2 based on elliptic curves - Part 5: Parameter definition GB/T 32905

Information security techniques - SM3 cryptographic hash algorithm GB/T 32915

Information security technology - Randomness test methods for binary sequence

4.2 Abbreviations

The following abbreviations apply to this document.

CA. Certificate Authority

5.1 Overview

The public key mechanism specified in this document includes key generation and

verification mechanism, digital signature mechanism, public key encryption mechanism.

Among them, the key generation and verification mechanism includes the generation

mechanism of the master key and the generation and verification mechanism and process

of the user key pair.

5.2 Elliptic curve system parameters

The elliptic curve system parameters include the scale q of the finite field Fq (when q =

5.4 User identification information

User A has an identification IDA of length entlenA bits, where ENTLA is two bytes

converted from the integer entlenA. The KGC of the key generation mechanism specified in

this document, the signer and verifier of the digital signature mechanism,

6.1 Master key generation mechanism

KGC uses the random number ms in [1, n - 1] as the system master private key, to

calculate the system master public key Ppub = [ms]G.

6.2 User key pair generation mechanism

User A and KGC work together to generate the user's key pair. User private key dA and

declaration public key WA. Both shall implement the following operation steps.

7.1 Digital signature generation mechanism

Let the message to be signed be M. In order to obtain the digital signature (r, s) of message

M, user A as the signer shall implement the following operation steps.
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7.2 Verification mechanism of digital signature

In order to verify the received message M' and its digital signature (r's'), user B as the

verifier shall implement the following operation steps.

8.1 Encryption mechanism

Let the message to be sent be a bit string M. In order to encrypt the plaintext M and GM/T
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Certificateless and implicit-certificate-based public key mechanisms based on the SM2

algorithms

1 Scope

This document specifies the certificateless and implicit certificate public key mechanism

based on the SM2 algorithm, including key generation and verification mechanism, digital

signature mechanism, public key encryption mechanism.

The digital signature mechanism specified in this document is applicable to digital

signatures and verification in commercial cryptographic applications; the encryption

mechanism is applicable to message encryption and decryption in commercial

cryptographic applications. The mechanism specified in this document is particularly

suitable for application environments with limited bandwidth and computing resources.

2 Normative references the contents of the following documents constitute the essential

terms of this document through normative references in the text. Among them, for dated

references, only the version corresponding to that date applies to this document; for

undated references, the latest version (including all amendments) applies to this document.

GB/T 32918.1-2016 Information security technology - Public key cryptographic algorithm

SM2 based on elliptic curves - Part 1: General GB/T 32918.2-2016 Information security

technology - Public key cryptographic algorithm SM2 based on elliptic curves - Part 2:

Digital signature algorithm GB/T 32918.4-2016 Information security technology - Public key

cryptographic algorithm SM2 based on elliptic curves - Part 4: Public key encryption

algorithm GB/T 32918.5-2017 Information security technology - Public key cryptographic

algorithm SM2 based on elliptic curves - Part 5: Parameter definition GB/T 32905

Information security techniques - SM3 cryptographic hash algorithm GB/T 32915

Information security technology - Randomness test methods for binary sequence

4.2 Abbreviations
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