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Foreword

GB /221716 "Health Informatics Public Key Infrastructure (PKI)" is divided into three parts.
--- Part 1. Overview of Digital Certificate Services;

--- Part 2. Certificate outline;

--- Part 3. Strategic Management of Certification Bodies. This section GB /Z21716 Part 3.

This section refers to ISO 17090-3/DIS..2006 "Health Informatics Public Key Infrastructure
(PKI) Part 3. The certification body's Strategic Management "and formulated. This section
proposed by the China National Institute of Standardization. This part of China Institute of
Standardization centralized.

This section drafted by. China National Institute of Standardization, Chinese People's
Liberation Army General Hospital, Chinese People's Armed Police Command College.

Introduction

To reduce costs and costs, the health industry is facing the challenge of shifting from paper
processing to automated electronic processing. New medical insurance The health
paradigm increases the need to share patient information among professional healthcare
providers and to break the boundaries of traditional institutions.

In general, each citizen's health information can be accessed by e-mail, remote database
access, electronic data interchange, and others Used to exchange. The Internet provides
an economical and easily accessible means of information exchange, but it is also an
unsafe medium, which requires Take certain measures to protect the confidentiality and
confidentiality of information. Unauthorized visits, whether intentional or unintentional, will
increase Threat to health information security. It is necessary for health care systems to use
reliable information security services to reduce the risk of unauthorized access.

How can the health care industry provide an affordable and affordable way to properly
protect the data transmitted over the Internet? for this problem, At present, people are
trying to meet this challenge by using public key infrastructure (PKI) and digital certificate
technology.

Correctly configuring digital certificates requires that technologies, policies, and
management processes be tied together and that "public-key cryptography" be used to
protect the information.

Use “certificates" to confirm the identity of individuals or entities to enable the secure
exchange of sensitive data in an insecure environment. In the area of health, This technique
uses methods of authentication, encryption, and digital signatures to ensure secure access
and transmission of personal health records to meet clinical And management needs. The

2

Preview: page 3 of 5 shown, 24 in the full document. Complete English PDF, instant download:
https://chinastandards.org/standards/gh-z-21716-3-2008


https://chinastandards.org/standards/gb-z-21716-3-2008

services provided by digital certificate configuration, including encryption, message
integrity, and digital signatures, address the More security issues. To this end, many
organizations in the world have started using digital certificates. A typical situation is the
digital certificate and A well-established standard for information security.

If the health application needs to be between different organizations or between
jurisdictions (such as between hospitals and community doctors serving the same patient)

Exchange of information, digital certificate technology and its support strategy, procedures,
operational interoperability is the most important.

Achieving interoperability between different digital certificate implementations requires
building a trust framework. In this framework, responsible for the protection of personal
letters The parties to the entitlement rely on specific tactics and practices and even rely on
the validity of digital certificates issued by other established institutions.

Many countries are using digital certificates to support domestic secure communications. If
standard development activities are limited to countries, There will be inconsistencies and
even inconsistencies in the tactics and procedures of the certification bodies (CAs) and
registries (RAs) in different countries.

There are many aspects of digital certificates not dedicated to healthcare and they are still
at a developmental stage. In addition, some important standardization Work and legislative
support are also under way. On the other hand, healthcare providers in many countries are
using or getting ready for use Digital certificate Therefore, the purpose of this guidance
document is to provide guidance for these rapidly evolving international applications.

This guidance document describes the general technical, operational, and policy
requirements to be able to use digital certificates to protect health Kang information
exchange within the field, between different areas and between different jurisdictions. The
ultimate goal of this technical guide is to build Establish a platform that enables global
interoperability. This guidance document mainly supports cross-border communications
using digital certificates, but also for distribution Provide national or regional health care
digital certificate to provide guidance. The Internet as a transmission medium is increasingly
being used in Medicare The delivery of health data among health organizations is also the
only option for cross-border communication.

The three parts of this guidance document as a whole define how to use digital certificates
in the health sector to provide safety clothing Services, including authentication,
confidentiality, data integrity, and technical capabilities that support the quality of digital
signatures.

Part 1 of this guidance document prescribes the basic concepts of using digital certificates
in the field of health and gives guidance on the use of digital certificates Interoperability
programs required for health information security communications.
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This guidance document, Part 2, is based on international standard X. 509 digital
certificates for health-specific profiles as well as for no The same type of certificate
IETF/RFC3280 outlined in the health care profile.

This guidance document, Part 3, addresses management issues related to the
implementation and use of digital certificates of health care, provides evidence The
structure and minimum requirements of the book strategy (CP) and the structure of the
associated certification operation statement. This section is based on IETF/RFC3647
recommendations As the basis for defining the principles required in a security strategy for
healthy cross-border communications and setting the minimum level of security required for
health Full. Health Informatics Public Key Infrastructure (PKI) Part 3. Strategic Management
of Certification Bodies

1 Scope

This section provides guidelines for managing certificate issues, including configuring
digital certificates for use in health care. It provides a certificate The structure and minimum
requirements of the book strategy, including the structure of the certification implementation
statement. It also gives the health care needed to enable cross-border communications The
basic principles of health-safety strategies, as well as the minimum level of safety-specific
requirements for health care.

2 Normative references

The following documents contain provisions which, through reference in this part of GB
/Z221716-2008, become the provisions of this section. All dated Reference documents, all
subsequent amendments (not including errata content) or revisions do not apply to this
section, however, to encourage the Department The parties to the agreement study
whether the latest versions of these documents are available. For undated references, the
latest version is applicable In this section.

Information technology - Information security management - Practical rules GB/T
19716-2005 GB /Z21716.1-2008 Health Informatics Public Key Infrastructure (PKI) Part 1.
Overview of Digital Certificate Services GB /Z21716.2-2008 Health Informatics Public Key
Infrastructure (PKI) Part 2. Certificate Outline IETF/RFC3647..2003 InternetX. 509 Public
Key Infrastructure Certificate Strategy and Certification Implementation Framework

3 Terms and definitions

GB /Z21716.1 given terms and definitions apply to this section.
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