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Foreword

This document is in accordance with the provisions of GB/T 1.1-2020 "Guidelines for

standardization work Part 1: Structure and drafting rules for standardization documents"

Drafting.

Please note that some of the contents of this document may involve patents. The issuing

organization of this document does not assume the responsibility for identifying patents.

This document was proposed and coordinated by the National Cybersecurity
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Data annotation is a key activity in generative artificial intelligence, which directly

determines the quality and security level of training data and generated content.

Due to imperfect labeling rules, irregular personnel management, unclear verification

standards and other reasons, generative human factors may also be used in the data

labeling process.

Artificial intelligence introduces new risks and hidden dangers, and standards and

specifications are urgently needed to improve the security level of data annotation.

The purpose of this document is to help service providers, data annotators and Organizers

and data demanders should clarify the security baseline of data labeling and improve the

level of service security. Cybersecurity Technology Generative AI Data Annotation Security

Specification

1 Scope

This document specifies the security requirements for data annotation platforms or tools for

generative AI training, data annotation rule security requirements, data The requirements

for labeling personnel and data labeling verification describe the data labeling security

evaluation method.

This document is applicable to generative artificial intelligence data annotation organizers

to carry out training data annotation activities and to The demander can inspect and accept

the data labeling, or a third-party organization can provide reference for security

assessment of the data labeling.

2 Normative references

GB/T 42755-2023

GB/T 45654-2025

3 Terms and definitions

The following terms and definitions apply to this document.

3.1 prompt

Input information that guides generative AI models to complete specific tasks and provide

reasonable output content.

3.2 Response information

In generative AI data annotation, the response information that conforms to human

cognition is formed according to the prompt information requirements and is used to train
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the model.

The ability to generate responses to prompts with output of appropriate content, mode, or

style.

3.3 [Source. GB/T 45654-2025, 3.5]

Through manual operation or the use of automated technical mechanisms, specific

information such as labels, categories, etc. are sent to The process of adding attributes or

properties to text, images, audio, video, or other data samples.

Note. Hereinafter referred to as "data annotation".

3.4 [Source. GB/T 45654-2025, 3.6]

Data annotation used to train generative artificial intelligence models to be able to complete

specific tasks.

3.5 [Source. GB/T 45654-2025, 3.7]

Data annotation used to train generative artificial intelligence models to improve the

security of output response information.
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