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Foreword

This document is in accordance with the provisions of GB/T 1.1-2020 "Guidelines for

standardization work Part 1: Structure and drafting rules for standardization documents"

Drafting.

Please note that some of the contents of this document may involve patents. The issuing
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organization of this document does not assume the responsibility for identifying patents.
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Introduction

Pre-training and optimizing training data are the foundation of generative artificial

intelligence and directly determine the quality and security level of generated content.

Pre-training and optimization of training data have security risks in the collection,

pre-processing, and use of processing activities, and standards and specifications are

urgently needed to improve pre-training Training and optimizing the security level of training

data.
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Cybersecurity Technology Generative AI Pre-training and optimize training data security

specifications

1 Scope

This document specifies the security requirements for generative artificial intelligence

pre-training and optimization training data and its processing activities, and describes the

corresponding evaluation Price method.

This document applies to generative artificial intelligence service providers to carry out

pre-training and optimization training data processing activities and security

self-assessment.

It is also suitable for third-party organizations to conduct security assessments on

pre-training and optimized training data.

2 Normative references

GB/T 35273

GB/T 41479-2022

3 Terms and definitions

The following terms and definitions apply to this document.

3.1 [Source. GB/T 45654-2025, 3.1]

Use generative artificial intelligence technology to provide the public with services that

generate text, images, audio, video and other content.

3.2 Service Provider serviceprovider

Organizations or individuals that provide generative artificial intelligence services in the

form of interactive interfaces, programmable interfaces, etc.

3.3 Service User serviceuser

Organizations or individuals using generative AI services.

3.4 pre-training

The training process of using large-scale data to enable generative artificial intelligence

models to acquire general knowledge.

3.5 Fine-tuning
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Based on pre-training, the training process uses specific domain data to enable the

generative artificial intelligence model to acquire domain-oriented service capabilities.

Note. Specific areas are not limited to a certain professional field and usually cover multiple

fields.
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