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Data security technology Data security risk assessment method

1 Scope

This document describes the basic concepts, element relationships, and analysis principles
of data security risk assessment, and provides practical examples for data security risk
assessment.

Implementation process, assessment content, analysis and evaluation methods, etc.

This document is applicable to guiding data processors and third-party assessment
agencies in conducting data security risk assessments, and can also be used by relevant
regulatory authorities.

For reference when implementing data security review assessments.

2 Normative references

GBI/T 25069-2022

GBIT 43697-2024

3 Terms and definitions

The terms and definitions defined in GB/T 25069-2022 and the following apply to this
document.
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3.1 data

Any recording of information by electronic or other means.

3.2 Data security

By taking necessary measures, we ensure that data is effectively protected and legally
used, and that there are mechanisms to ensure continuous security. ability.

3.3

Activities such as data collection, storage, use, processing, transmission, provision,
disclosure, and deletion.

3.4 rationality

Data processing activities must comply with laws, administrative regulations, and common
sense in cybersecurity and data security, and must not harm national security or public
order.

The common interests and the legitimate rights and interests of individuals and
organizations.

3.5

Threats, vulnerabilities, problems, hidden dangers that may lead to events that endanger
the confidentiality, integrity, availability and reasonableness of data processing Suffering,
etc.

Note. In this document, "risk sources" are referred to as such, which include risk sources
that may lead to data security incidents due to security threats exploiting vulnerabilities, as
well as data processing activities.
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