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Foreword

This document is in accordance with the provisions of GB/T 1.1-2020 "Guidelines for

standardization work Part 1: Structure and drafting rules for standardization documents"

Drafting.

Please note that some of the contents of this document may involve patents. The issuing

organization of this document does not assume the responsibility for identifying patents.
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Data security technology Security requirements for processing sensitive personal

information

1 Scope

This document establishes the identification and definition of sensitive personal information,

stipulates the general security requirements for the processing of sensitive personal

information and the Handling special security requirements.

This document applies to personal information processors who carry out sensitive personal

information processing activities, and also applies to regulatory authorities and third-party

assessment agencies.

Supervise, manage and evaluate sensitive personal information processing activities.
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2 Normative references

GB/T 35273

GB/T 40660

GB/T 41391

3 Terms and definitions

The following terms and definitions apply to this document.

3.1 Personal information

Any information relating to an identified or identifiable natural person recorded electronically

or otherwise.

3.2 Personal information of adults

Personal information that, once leaked or illegally used, may easily cause infringement on a

natural person's personal dignity or endanger personal and property safety.

Note. Sensitive personal information includes biometrics, religious beliefs, specific

identities, medical health, financial accounts, whereabouts, and information about minors

under the age of 14.

3.3

Organizations and individuals who independently decide on the purpose and method of

processing personal information in personal information processing activities.

3.4 [Source. GB/T 35273-2020, 3.3]

The natural person identified or associated with the Personal Information.

3.5

Activities such as collection, storage, use, processing, transmission, provision, disclosure

and deletion of personal information.
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