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Foreword

This document is in accordance with the provisions of GB/T 1.1-2020 "Guidelines for

standardization work Part 1: Structure and drafting rules for standardization documents"

Drafting.

Please note that some of the contents of this document may involve patents. The issuing

organization of this document does not assume the responsibility for identifying patents.
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1 Scope

This document specifies the security function requirements and security assurance

requirements for programmable logic controllers of network critical equipment.

This document is applicable to the research and development, testing, etc. of

programmable logic controllers, which are key network equipment.

Note. Critical network equipment refers to equipment whose performance indicators or

specifications meet the scope specified in the "Catalogue of Critical Network Equipment

and Special Network Security Products".

2 Normative references

GB/T 25069-2022

GB 40050-2021

3 Terms and definitions

The terms and definitions defined in GB/T 25069-2022 and the following apply to this

document.

3.1 [Source. GB/T 15969.1-2007, 3.5, modified]

Use programmable memory as internal register for user instructions to complete specified

functions (such as logic, sequence, timing, counting, operation, etc.) An electronic system

used for digital operation of industrial control that controls various types of machinery or

processes through digital or analog I/O.

3.2 Pre-installed software

Software installed or provided when the device leaves the factory to ensure normal use of

the device.

Note. The pre-installed software for a PLC is usually the device firmware.

[Source. GB 40050-2021, 3.10, modified]

3.3 reading

The process of uploading pre-installed software, programs, status parameters and other

data in the programmable logic controller.

3.4 writing

The process of transferring pre-installed software, programs, status parameters and other
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data to the programmable logic controller.

3.5 Vulnerability

Weaknesses in assets or controls that could be exploited by a threat. [Source. GB

40050-2021, 3.3]
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