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Introduction

According to the Notice on Accelerating the Scale Deployment and Application of Internet
Protocol Version 6 (IPv6), in order to better cope with the complex network environment, In
order to meet the security challenges brought by the proliferation of IPv6 and the expansion
of user scale, China has developed a series of IPv6 security standards.

Among them, GB/T 44810 "Technical Requirements for IPv6 Network Security Equipment"
is to standardize the applicability of network security products in IPv6.

The technical standard is planned to consist of three parts.

Part 1: Firewall. The purpose is to ensure the effective application of firewalls in the new
network environment after IPv6 deployment.

Part 2: Web Application Protection System (WAF). The purpose is to protect the Web
application protection system after IPv6 deployment.

Effective application of WAF in the new network environment.

Part 3: Intrusion Prevention System (IPS). The purpose is to ensure that the Intrusion
Prevention System (IPS) is used in the new network after IPv6 is deployed.

Effective application in network environment.
Technical Requirements for IPv6 Network Security Equipment Part 3: Intrusion Prevention

System (IPS)

1 Scope

This document specifies the security technical requirements for an intrusion prevention
system that supports IPv6.

This document applies to the design, development, deployment, use, maintenance, and

testing of IPv6-enabled intrusion prevention systems.

2 Normative references
GB/T 25069-2022
GBI/T 28451-2023

GBI/T 44810.1-2024
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3 Terms and Definitions

The terms and definitions defined in GB/T 25069-2022, GB/T 28451-2023 and the following
apply to this document.

3.1 Security incident

An incident that causes harm to networks and information systems or the data contained
therein.

4 Abbreviations

The following abbreviations apply to this document.

API. Application Programming Interface CC. Challenge Collapsar CSRF. Cross-site request
forgery DNS. Domain Name System HTTP. Hypertext Transfer Protocol HTTPS. Hypertext
Transfer Protocol Secure ICMP. Internet Control Messages Protocol IP. Internet Protocol
IPv6.Internet Protocol Version 6 NDP. Neighbor Discovery Protocol SIP. Session
Initialization Protocol SQL. Structured Query Language TCP. Transmission Control Protocol
UDP. User Datagram Protocol
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