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Foreword

This document is in accordance with the provisions of GB/T 1.1-2020 "Guidelines for
standardization work Part 1: Structure and drafting rules for standardization documents”
Drafting is required.

This document is part 2 of GB/T 44810 "Technical Requirements for IPv6 Network Security
Equipment". GB/T 44810 has been published as follows part. Part 1: Firewall;- Part 2: Web
Application Protection System (WAF);- Part 3: Intrusion Prevention Systems (IPS). - Please
note that some of the contents of this document may involve patents. The issuing
organization of this document does not assume the responsibility for identifying patents.

This document was proposed by the Ministry of Industry and Information Technology.
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Introduction

According to the Notice on Accelerating the Large-Scale Deployment and Application of
Internet Protocol Version 6 (IPv6), in order to better cope with the complex network
environment, In order to promote the standardization of IPv6 network security work, China
has formulated a series of IPv6 security Among them, GB/T 44810 "Technical
Requirements for IPv6 Network Security Equipment"” is to standardize the applicability of
network security products in IPv6.

The technical standard is planned to consist of three parts.

Part 1: Firewall. The purpose is to ensure the effective application of firewalls in new
network environments after IPv6 deployment. - Part 2: Web Application Firewall (WAF). The
purpose is to protect the Web Application Firewall (WAF) after IPv6 deployment.

Effective application of (WAF) in the new network environment.

Part 3: Intrusion Prevention System (IPS). The purpose is to ensure that the Intrusion
Prevention System (IPS) is used in the new network after IPv6 is deployed.

Effective application in network environment.
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Technical requirements for IPv6 network security equipment Part 2: Web Application
Firewall (WAF)

1 Scope

This document specifies the technical requirements for a Web Application Protection
System (WAF) that supports IPv6.

This document applies to the design, development, deployment, use, maintenance and

testing of Web application protection systems (WAF) that support IPv6.

2 Normative references

GB/T 20281-2020
GBI/T 25069-2022

GBI/T 44810.1-2024

3 Terms and definitions

The terms and definitions defined in GB/T 25069-2022, GB/T 20281-2020 and the following
apply to this document.

3.1 Web application firewall

Deployed on the front end of the Web server, it parses the HTTP/HTTPS access and
response data flowing through it, and has the access function of Web applications.

Network security products with comprehensive control and security protection functions.

Note. Web application protection system is also commonly referred to as "Web application
firewall".

4 Abbreviations

The following abbreviations apply to this document. CC. Challenge Collapsar CSRF.
Cross-site request forgery HTTP. Hypertext Transfer Protocol HTTPS. Hypertext Transfer
Protocol Secure IP. Internet Protocol IPv6.Internet Protocol Version 6 SQL. Structured
Query Language TCP. Transmission Control Protocol URL. Uniform Resource Locator WAF.
Web Application Firewall XML. Extensible Markup Language XSS. Cross Site Scripting

3

Preview: page 4 of 4 shown, 15 in the full document. Complete English PDF, instant download:
https://chinastandards.org/standards/gbh-t-44810-2-2024


https://chinastandards.org/standards/gb-t-44810-2-2024

