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Foreword

This document is in accordance with the provisions of GB/T 1:1-2020 "Guidelines for

standardization work Part 1: Structure and drafting rules for standardization documents"

Drafting: This document was proposed by the China Electrical Equipment Industry

Association: Please note that some of the contents of this document may involve patents:

The issuing organization of this document does not assume the responsibility for identifying

patents: This document is under the jurisdiction of the National Technical Committee for

Standardization of Household Automatic Controllers (SAC/TC212): This document was

drafted by: Hefei Midea Refrigerator Co:, Ltd:, Hangzhou Hongyan Electric Appliance Co:,

Ltd:, Guangdong Zhongchuang Zhijia Science Research Co:, Ltd: Company, China Electric

Power Research Institute Co:, Ltd:, Hisense Air Conditioning Co:, Ltd:, Haier Youjia

Intelligent Technology (Beijing) Co:, Ltd:, Midea Group Co:, Ltd:, Shanghai HiSilicon

Technology Co:, Ltd:, China Mobile Internet of Things Co:, Ltd:, Beijing Xiaomi Electronics

Co:, Ltd:, Shenzhen and Andai Intelligent Control Co:, Ltd:, Zhuhai Gree Electric

Appliances Co:, Ltd:, Qingdao Hisense Hitachi Air Conditioning Systems Co:, Ltd:,

Electronic Technology University, Weikai Testing Technology Co:, Ltd:, Guangdong Vanward

New Electric Co:, Ltd:, Kaos Chuangzhi IoT Technology Co:, Ltd:, Qingdao Haier

Technology Co:, Ltd:, BSH Electric (Jiangsu) Co:, Ltd:, Shanghai Kelloda Cloud Software

Technology Co:, Ltd:, Wuxi Little Swan Electric Co:, Ltd: Co:, Ltd:, Foshan Yajieyuan

Technology Co:, Ltd:, Guangdong Midea Kitchen Appliance Manufacturing Co:, Ltd:,

Shanghai Ailabi Intelligent Technology Co:, Ltd:, Daikin (China) Investment Co:, Ltd:,

Hisense (Guangdong) Air Conditioning Co:, Ltd:, Shenzhen Shengrui Technology Co:, Ltd:,

Qingdao Guochuang Smart Home Appliances Research Institute Research Institute Co:,

Ltd:, China Mobile (Hangzhou) Information Technology Co:, Ltd:, Schneider Electric (China)

Co:, Ltd: Shenzhen Branch, Qingdao Haier Intelligent Technology R&D Co:, Ltd:,

Zhongshan Aochuang Ventilation Equipment Co:, Ltd:, Zhejiang Shaoxing Supor

Household Appliances Co:, Ltd:, Copeland Environmental Technology (Suzhou) Co:, Ltd:,

Arrow Home Furnishing Group Co:, Ltd:, Xiamen Hualian Electronics Co:, Ltd:, Shenzhen
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Coocaa Network Technology Co:, Ltd: Co:, Ltd:, Shenzhen Topband Co:, Ltd:, Aucma Co:,

Ltd:, Diehl Electronic Control (Nanjing) Co:, Ltd:, Zhejiang Halszhen Air Container Co:, Ltd:,

Foshan Yajieyuan Technology Co:, Ltd:, Zhejiang Feizhe Industry and Trade Co:, Ltd:,

Shantou Tianji Electric Appliance Industry Co:, Ltd:, Ningbo Xingxingxing Standard

Technology Co:, Ltd:, Guangdong Shunde Ningzhuo Intelligent Technology Co:, Ltd:,

Guangdong Zhike Electronics Co:, Ltd: China Home Furnishing Institute (Beijing) Testing

and Certification Co:, Ltd:, Jiangyin Zhijun Electrical Wire and Cable Co:, Ltd:, Ningbo

Ouzhi Electrical Technology Co:, Ltd:, Ningbo Shuaiwei Electric Co:, Ltd:, Ningbo Silang

Intelligent Technology Development Co:, Ltd:, Guangdong Dangjiaren Intelligent Electric

Co:, Ltd:, Zhiheng (Guangdong) Home Appliances Electrical Technology Co:, Ltd:,

Zhongshan Dison Electric Co:, Ltd:, Guangdong Chaoyong Testing Technology Co:, Ltd:,

Guangdong Jinya Technology Co:, Ltd:, Zhejiang Yiju Decoration Materials Co:, Ltd:,

Sanmen Kangchuang Electronic Technology Co:, Ltd:, Shenzhen Kaichuang Technology

Co:, Ltd:, Zhongshan Jiake Electronics Co:, Ltd:, Pinghu Li Ting Machinery Manufacturing

Co:, Ltd:, Zhongshan Zhituo Intelligent Control System Co:, Ltd:, Zhejiang Anya Intelligent

Technology Co:, Ltd: Company, Shandong Yaosi Intelligent Technology Co:, Ltd:, Yiwu

Quanyi Mold Industry Development Co:, Ltd:, Shenzhen Yingte Chuang Intelligent

Technology Co:, Ltd:, Shenzhen Shenzhen Zhiwei Intelligent Technology Co:, Ltd:,

Shenzhen Jingxintai Home Furnishing Co:, Ltd:, Zhejiang Xiying Technology Co:, Ltd:,

Zhejiang XIEMY TECHNOLOGY LIMITED: The main drafters of this document are: Wu

Jirong, Fei Bin, Tian Yunlong, Sun Jieying, Jing Yixin, Bie Qingfeng, Fu Wei, Chen Lin, Bao

Haisen, Li Bo, Shen Yuanhai, Zhao Xiaoping, Wang Xianfang, Fan Lingyun, Zhang

Wenqiang, Li Meng, Cao Shiliang, Zhuang Weiwei, Sun Yingkai, Li Yongde, Deng Qiuwei,

Ma Chengdong, Chen Xiaoyan, Wang Boren, Wu Qiang, Li Jie, Sun Yuwen, Liu Baogui, Liu

Chenhao, Wen Yanbin, Gong Fei, Gui Zhihui, Gong Zhilei, Nie Shengyuan, Li Wunan,

Zhang Zuoqiang, Shan Ping, Xie Yuerong, Chen Guo, Li Xiaorong, Ou Liang, Cui Shiming,

Zhang Youfu, Liu Kai, Lu Xiaoshan, Xia Yuefei, Lin Zhencheng, Ke Jinming, Rao Senmiao,

Li Baiyao, Jin Lun, Ma Zhijun, Ke Cilong, Wenren Jianxin, Shi Dongdong, Jiang Huixing,

Wang Zhesi, Zheng Zanwen, Ni Liaoyong, Zhang Dejun, Niu Sheng, Qu Keyong, Zeng

Feng, Pan Shengqiong, Li Ting, Li Guoliang, Chen Xinglong, Li Ji, Jin Chenggao, Dong

Xiaoyong, Ni Huan, Zou Jinshan, Wang Li, and Nie Hongxia: Automatic electrical controls

for household and similar purposes Over-the-air (OTA) technical requirements

1 Scope

GB/T 43964-2024 covers updating household controllers over the air. The automatic control

in a boiler, an air conditioner or a water heater is a safety component: it is what limits

temperature and pressure, and it was certified in a specific software version. Making it

updatable over the network solves real problems - bugs get fixed, features arrive - and

creates a new one, because the certified behaviour can now be changed remotely,

potentially by someone who is not the manufacturer. The failure modes are specific to the
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setting: an update interrupted by a power cut must leave the controller working rather than

bricked, an update must not be installable by an unauthenticated party, and the

safety-related functions must remain within their certified behaviour whatever the update

does. This document specifies the classification, requirements and specifications for

over-the-air downloading in automatic electrical controls for household and similar use.

Under ICS 97.120 and CCS K32, it is written for controller and appliance manufacturers, for

the cloud platform providers delivering the updates, and for the certification bodies that

must decide what a type approval covers once the software can change.

This document specifies the classification, requirements and specifications of Over-the-Air

(OTA) downloading of automatic electrical controllers for household and similar purposes

(hereinafter referred to as "controllers"): The relevant test methods are described: This

document applies to controllers for home and similar purposes with over-the-air download

capability: This document does not apply to controllers for audio, video and information

products such as televisions, mobile phones, computers, etc:

2 Normative references

The contents of the following documents constitute the essential clauses of this document

through normative references in this document: For referenced documents without a date,

only the version corresponding to that date applies to this document; for referenced

documents without a date, the latest version (including all amendments) applies to This

document:

GB/T 14536:1-2022 Electric automatic controllers Part 1: General requirements

GB/T 35273-2020 Information security technology Personal information security

specification

GB/T 41387-2022 Information security technology General security specification for smart

home

3 Terms and definitions

The following terms and definitions apply to this document 3:

1 Software The code, data, and files of a specific application or system component running

on the controller: 3:

2 Firmware Software that is burned and stored on hardware (chip, controller) to enable it to

run and control corresponding functions: 3:

3 Over-the-air; OTA A method and method for transmitting data such as software and

firmware from a remote server to a controller via a network for updating, installing or

configuring process: 3:
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4 Firmware over-the-air; FOTA The process of remotely upgrading the firmware in a

controller over a network: 3:

5 Software over the air; SOTA The process of remotely upgrading the software in a

controller via a network:
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