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1 Scope

This standard provides guidelines for the organization's information security standards and

information security management practices, including the organization of information

security risk ring

Environment control of the choice, implementation and management.

This standard is designed to organize.

a) Selection control, that is, selection control based on GB/T 22080 [10] in the process of

implementing an information security management system;

b) to achieve universal, acceptable information security control;

c) Develop an organization's own guidance on information security management.
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2 Normative references

The following documents for the application of this document is essential. For dated

references, only the dated version applies to this article

Pieces. For undated references, the latest edition (including all amendments) applies to this

document.

ISO /IEC 27000 information technology security technology information security

management system overview and vocabulary (Informationtechnology-

Security technologies - Information security systems systems - Overview and vocabulary.

3 Terms and definitions

ISO /IEC 27000 defined terms and definitions apply to this document.

4 standard structure

This standard includes 14 safety control chapters, contains a total of 35 major safety

categories and 114 controls.

Section 4.1

Define each chapter of safety controls, containing one or more major safety categories.

The order of the chapters in this standard does not indicate its importance. Depending on

the circumstances, safety control in any or all sections is possible

Is important, so every organization that applies this standard should identify the controls

that are applicable, how important these controls are, and how they are used

To each business process. In addition, the list of this standard has no priority.

4.2 Control Category

Each of the major safety control categories includes.

a) a control goal that states what is to be achieved;

b) One or more controls that can be used to achieve this control objective.

The description of the control structure is as follows.

control

To meet the control objectives, give a statement that defines a specific control.

Realize the guide

To support the realization of this control and meet the control objectives, provide more
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detailed information. This guide may not be entirely applicable or inadequate

In all cases, it may or may not meet the organization's specific control requirements.

other information

Provide further information to consider, such as legal considerations and references to

other standards. If there is no other information, this will be

Not given.

5.1 Information Security Management Guidance

Goals. Based on business requirements and relevant laws and regulations, provide

management guidance and support for information security.

5.1.1 Information Security Policy

control

Information security policy sets should be defined, approved by the manager, and

published, communicated to all employees and external parties.

Realize the guide

At the highest level, the organization should define an "information security policy" that

should be approved by management and establish an organization that manages its

information

The safety goal of the method.

Information security policy should be concerned about the following requirements.

a) business strategy b) laws, regulations and contracts;

c) The current and expected information security threat environment.

This information security policy should include statements regarding.

a) definition of information security, goals and principles to guide all information security

related activities;

b) Assign general and specific responsibilities for information security management to

defined roles;

c) Handling deviations and surprises.

At a lower level, this information security strategy should be supported by a

thematic-specific strategy that further mandates information

Security controls are implemented and are often structured to emphasize the needs of

certain target groups within the organization or to cover certain topics.
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