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Foreword

This document conforms to GB/T 1.1-2020 "Standardization Work Guidelines Part 1:
Structure and Drafting Rules of Standardization Documents".

Drafting is scheduled.

This document is Part 2 of GB/T 20985 "Network Security Technology - Network Security
Incident Management". GB/T 20985 has been published.

The following parts were included.
--Part 1: Principles and Processes;

--Part 2: Incident Response Planning and Preparation Guidelines this document replaces
GBJ/T 20985.2-2020 "Information Technology Security Technology - Information Security
Incident Management - Part 2: Incidents" the "Response Planning and Preparation
Guidelines" differs from GB/T 20985.2-2020 in that, aside from structural adjustments and
editorial changes, the main technical changes are as follows.

as follows.
b) Added content related to the organization's recommendation process (see 6.7);

¢) Changes have been made to content related to vulnerability management (see Chapter
6, Chapter 6 in the 2020 edition);

d) New roles and responsibilities have been added, including the incident management
team and incident coordinator (see 7.2, 7.3).

This document is equivalent to ISO/IEC 27035-2:2023 "Information technology, information
security, incident management - Part 2: Incident response".

Planning and Preparation Guide.
The following minimal editorial changes have been made to this document.

--Change the standard title to "Network Security Technology. Network Security Incident
Management Part 2: Incident Response Planning and Preparation” guide";
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--The abbreviations "ICT" and "IT" have been added,;
--Table numbers have been added to the tables in Appendix B.

Please note that some content in this document may involve patents. The issuing
organization of this document assumes no responsibility for identifying patents.

This document was proposed and is under the jurisdiction of the National Cybersecurity

Standardization Technical Committee (SAC/TC 260).

Introduction

GB/T 20985 "Network Security Technology - Network Security Incident Management"
provides guidance for incident management control in GB/T 22081.

The guidelines instruct organizations to implement the controls outlined in GB/T 22081
based on the cybersecurity risks they face. GB/T 20985 is proposed to consist of four parts.

--Part 1: Principles and Processes. The purpose is to present the principles and processes
of cybersecurity incident management.

--Part 2: Incident Response Planning and Preparation Guidelines. The purpose is to provide
incident response planning and preparation, as well as incident response experience.

A summary guide.

--Part 3: ICT Incident Response Operations Guide. The purpose is to provide guidelines for
handling cybersecurity incidents in ICT security operations.

guide.

--Part 4: Collaboration. The aim is to provide guidance on how multiple organizations can
collaborate in handling cybersecurity incidents.

Cybersecurity strategies or controls alone cannot guarantee complete protection of
information, systems, services, or networks. Even with controls in place...

Measures may still have residual vulnerabilities, reducing the effectiveness of cybersecurity,
making cybersecurity incidents more likely, and impacting the organization's business
operations.

Direct and indirect potential negative impacts. Furthermore, previously unidentified new
threats will inevitably arise if the organization is not prepared to handle such incidents.

Being poorly prepared will diminish the effectiveness of any response, thereby increasing
the potential negative impact on the business. Therefore, for any expectation of...

To strengthen the organization of a cybersecurity program, it is essential to adopt a
structured and planned approach to conduct the following activities.
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