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Annex A (Normative) Security functional requirements application notes

Foreword

GB/T 18336 "Information technology - Security techniques - Evaluation criteria for IT
security" includes the following 3 parts.

-- Part 1: Introduction and general model;

-- Part 2: Security functional components;

-- Part 3: Security assurance components.

This Part is part 2 of GB/T 18336.

This Part is drafted in accordance with specifications in GB/T1.1-2009.

This Part shall replace GB/T 18336.2-2008 "Information technology - Security techniques -
Evaluation criteria for IT security - Part 2: Security functional components".

The main differences between this Part and GB/T 18336.2-2008 are as follows.
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- "assurance" is replaced by "assurance" [Translator note. This is mainly adjustment on
Chinese. In English, the same word "assurance" should remain the most appropriate, given
that "Assurance” is still used in the corresponding ISO/IEC 15408-2:2008.This translation
still uses the term "Assurance"];

- "10.4 Export outside TSF control (FDP_ETC)" is amended as "10.4 Export from TOE
(FDP_ETC)";

- "10.7 Import from outside TSF control(FDP_ITC)" is amended as" 10.7 Import from
outside TOE (FDP_ITC)";

- "14.1 Bottom abstract machine test (FPT_AMT)", "14.10 Referring to arbitration
(FTP_RVM)" and "14.11 Domain separation” in "14 FPT class. TSF protection” are deleted;

- "14.12 Test of external entity(FPT_TEE)" is added in "14 FPT class. TSF protection”;

- "16.3 Session lock (FTA_SSL)" is amended as "16.3 Session lock and
termination(FTA_SSL)";

- "threshold value" is replace by "critical value" [Translator note. As the corresponding
ISO/IEC 15408-2:2008 still uses term "Threshold value", this translation follows the term
"Threshold value", given that "This Part uses translation method to equivalently adopt the
international standard ISO/IEC 15408-2:2008"];

- "mediate” is replaced by "promote" [Translator note. This is mainly adjustment on Chinese.
In English, the same word "mediate" should remain the most appropriate, given that
"Mediate" is still used in the corresponding ISO/IEC 15408-2:2008.This translation still uses
the term "Mediate"];

This Part uses translation method to equivalently adopt the international standard ISO/IEC
15408-1:2008 "Information technology - Security techniques - Evaluation criteria for IT
security - Part 2: Security functional components".

The domestic documents that are consistently corresponding to the normative international
references in this Part are as follows.

- GB/T 18336.1 "Information technology - Security techniques - Evaluation criteria for IT
security Part 1: Introduction and general model". (GB/T 18336.1-2015, ISO/IEC
15408-1:2009, IDT)" this Part has the following editorial amendments.

- There is editorial error in the original text of sub-clause 4.1; it is now amended as "Those
who author PP or ST should refer to clause 3 and relevant annexes of ISO/IEC 15408-1 for
relevant structures, rules, and guidance”.

This Part was proposed by and shall be under the jurisdiction of China Information Security
Standardization Technical Committee (SAC/TC 260).

The main drafting organizations of this Part. China Information Technology Security
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