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1 Scope

This Part of GB/T 15843 specifies three entity authentication mechanisms using zero
knowledge techniques. All the mechanisms specified in this Part of GB/T 15843 provide
unilateral authentication. These mechanisms are constructed using the principles of zero
knowledge, but they will not be zero knowledge according to the strict definition sketched in
Annex A for all choices of parameters.

The first mechanism is said to be based on identities. A trusted accreditation authority
provides each claimant with private accreditation information, computed as a function of the
claimant's identification data and the accreditation authority's private key.

The second mechanism is said to be certificate-based using discrete logarithms. Every
claimant possesses a public key, private key pair for use in this mechanism. Every verifier of
a claimant's identity must possess a trusted copy of the claimant 's public verification key;
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the means by which this is achieved is beyond the scope of this
Standard, but it may be achieved through the distribution of certificates signed by a
Trusted Third Party.

The third mechanism is said to be certificate-based using an asymmetric encipherment
system. Every claimant possesses a public key, private key pair for an asymmetric

cryptosystem. Every verifier of a claimant's identity must possess a trusted copy of the
claimant 's public key; the means by which this is achieved is beyond the scope of this

Standard, but it may be achieved through the distribution of certificates signed by a

Trusted Third Party.

2 Normative Reference

The provisions in following documents become the provisions of this Part through reference
in this Part of GB/T 15843. For dated references, the subsequent amendments (excluding
corrigendum) or revisions do not apply to this Part, however, parties who reach an
agreement based on this Standard are encouraged to study if the latest versions of these
documents are applicable. For undated references, the latest edition of the referenced
document applies.

GB 15851-1995 Information Technology - Security Techniques - Digital Sighature
Scheme Giving Message Recovery (idt ISO/IEC 9796:1991)

GB/T 15843.1-1999 Information Technology - Security Techniques - Entity
Authentication - Part 1: General (idt ISO/IEC 9798-1:1997)

GB/T 18238 (all parts) Information Technology - Security Techniques - Hash-

Function (idt ISO/IEC 10118)

3 Terms and Definitions

For the purpose of this Part of GB/T 15843, the terms and definitions given in GB/T
15843.1-1999 and the following apply.
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