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Foreword

This standard was drafted in accordance with the rules given in GB/T 1.1-2009.
This standard proposed by the Ministry of Public Security Network Security Bureau.
This standard by the Ministry of Public Security Information System Safety Standardization

Technical Committee.

1 Scope

This standard specifies the host file monitoring product safety function requirements,
security requirements and classification requirements.

This standard applies to the host file monitoring product design, development and testing.

2 Normative references

The following documents for the application of this document is essential. For dated
references, only the dated version applies to this article Pieces. For undated references, the
latest edition (including all amendments) applies to this document.

GB/T 18336.3-2015 Information Technology Security Technology Information Technology
Security Assessment Guidelines Part 3. Security components Information technology -
Security terminology

3 Terms and definitions

GB/T 18336.3-2015 and GB/T 25069-2010 defined by the following terms and definitions
apply to this document.

Hostfile hostsfile

Important system files, configuration files, and other predefined files stored on the host
computer.

Host file monitoring hostsfilemonitoring Through the file integrity check, file attributes check,
keyword checking and other means to modify the host file to monitor behavior.

User user

A person who has access to the host file and who does not have the authority to affect the
execution of the host file monitoring security policy.

File monitoring security policy securitypolicyoffilemonitoring the detection of the host file, as
well as the response to modify the behavior of the strategy set.

Authorized administrator Users who have the authority to manage the host file monitor
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product are responsible for the system configuration, security policies, and audit logs in the
product management.

4 Host file monitoring product description

Host file monitoring products based on pre-defined security policy, through the file integrity
check, file attributes check, keyword check, etc.

Means to modify the status of host files (including important system files, configuration files,
and other pre-defined files stored on the host), modify Behavior and other monitoring and
alarm, so as to ensure that the host file resources are not unauthorized access and
operation.
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